MUHOBPHAYKH POCCHH on YTBEPXJIAIO

S0t T Jlnpextop UBT PAH
®EJIEPAJIBHOE 'OCYJIAPCTBEHHOE 7o e e, Ry /8
BIO/DKETHOE YUPEXJIEHUE HAVKH ST e Mg 3o %/
UHCTHUTYT BUOJIOT MU TEHA POCCUMCKOM oss SN 52 WORAY  TLT Teoprues
AKAJTTEMHU HAYK Gy :0169.2022
(MBI PAH) : W oSS0l
MOJOKEHUE

O 3AIIUTE NEPCOHAJIBHBIX JAHHBIX
1. O0mue nosoKeHus

1.1. Tlonoxxenue o 3amUTe NEPCOHATBHBIX MaHHbIX PenepanbHOro rocy IapcTBEHHOTO BIOKETHOTO
yupexnenus Hayku MHcTutyTta Guosnorum rena Poccmiickoit akanemuu nayx (MBI' PAH) (nanee -
PaBoronarens) paspaborano B cooTBeTCTBHU ¢ DenepanbHbM 3aK0HOM 0T 27.07.2006 Ne 152-®3 u
MHBIMH ~ HOPMAaTHBHO-IIPABOBBIMH ~ aKTaMM B O0JIaCTH  3aIUTHl NEPCOHATBHBIX  JaHHBIX,
JNEeHCTBYIOIMMHE Ha TeppUTOpHH Poccuu,

1.2. Ilenp nacrosmero Ilonoskenus —3amuTa HepcoHANBHBIX AaHHBIX paGothHukoB MBI PAH ot
HECaHKIIMOHWPOBAHHOTO JOCTyNa W pasrialleHys, IPeJOTBPAICHHE M BbIABJICHME HapyIIEHHH
3aKoHO/aTenbeTBa PD, ycTpaneHue oceIcTBIM TAKAX HAPY IIEHHIH.

1.3. B nensx "Hactosmero [lonoxenus:

* IO/l IepCOHATBbHBIMU TaHHBIMHU (Jiastee — [1]]) nonnmaetcs mobast HHGOPMAIHS, IPAMO HITH
KOCBEHHO OTHOCHMIAsACH K CyOBEKTY IePCOHATBHEIX JAHHBIX;

» mox yrposamu OGesomacHoctd IIJ[ moHHMaeTcs COBOKYIHOCTh YCIOBHH H (DaKTOpOB,
CO3JAIOLIMX ONACHOCTh HECAHKIHOHMPOBAHHOIO, B TOM HHCIE CIY4ailHOro, 10ocTyna K
NEePCOHANBHBIM JIAHHBIM, PE3yJITATOM KOTOPOI'O MOI'YT CTaTh YHHYTOKEHHE, H3MEHEHHE,
OJ10KHpOBaHHe, KOMHPOBaHHUe, MIPeI0CTaBIeHHE, PACIPOCTPAHEHHE IEPCOHATBHBIX TAHHEBIX,
a TAK)Ke MHBIC HEIPABOMEPHBIC JACHCTBUA NIpH X 00paboTke B MH(MOPMAIHOHHON cucTeMe

- MEPCOHATBHBIX TaHHBIX;

e moa ypoBHeM 3amumieHHocTH [IJI mOHMMaeTcs — KOMIUIEKCHBIH — [MOKa3aTellb,
XapakTepU3yIoNMii TpeboBaHUA, HCIOMHEHHE KOTOPBIX O0ECIeYHBAET HEHTPATH3ALMIO
OmpeJie/ICHHBIX yrpo3 Oe3onacHocTH I1]] mpu ux 06padoTke B MHPOPMAIIHOHHON CHCTEME.

1.4. Hacrosmiee ITonoxxeHne n H3MeHeHHs K HeMy yTBepknatotes aupekropom MBI PAH u BBoasTCs
npukasoM. Bece paGoTHMKM NOMKHBI OBITH O3HAKOMIIEHBI MOJI MOJIKMCH C JAHHLIM [lojokKeHHeM u
H3MEHEHHSIMH K HEMY.
1.5. Hacrosmee [Tonoxxenue Berynaer B cuy ¢ 01.09.2022.

2. 3amuTa NepcoOHANLHBIX TaHHBIX
2.1. PaboToznarens npHHUMAET ciexyronue Mepsl o 3ammre [1/1;
2.1.1. Ha3snayenue uua, OTBETCTBEHHOro 3a 00paboTtky I1/], KoTopoe ocymiecTBIsIeT OpraHU3auio
obpabotku I1/], oOyueHHe M MHCTPYKTaX, BHYTPEHHHH KOHTPOJIb 3a COOMIOZEHHEM pabOTHHKAMH

TpedoBanuii k 3amure [1/1.

2.1.2. Pa3paboTka NOJMTHKH B OTHOIICHHH 0OpaboTk [1/].



2.1.3. YcraHoBieHue mpaBwi goctyna k 111, oGecrieuenne perucTpaiuy H y4dera BeeX JNEHCTBHI,
cosepmaemsix ¢ [1]].

2.1.4. VcraHOBNEHME WHIMBHIYAIBHBIX Maposielf JOCTYNA COTPYAHHKOB B HHPOPMALIHOHHYIO
CHCTEMY B COOTBETCTBHH C MX IIPOHU3BOICTBEHHBIMH 0013aHHOCTAMH.

2.1.5. Ilpumenerue NpOIMIeNINX B YCTAHOBJIEHHOM MOpAJKE MPOIEAYPY OLEHKH COOTBETCTBHSA
CPEJICTB 3aIlUTEI HHPOPMALHH.

2.1.6. CepruHuHpOBaHHOE AHTHBUPYCHOE IPOrpaMMHOE 00eCIIeUeHHE ¢ peryJisipHo OOHORBJISEMBIMH
Oazamu.

2.1.7. Cobmonenue ycnosmif, o0ccneuMBAIOIMX COXpAaHHOCTH IIJI W MCKJIFOYAIOLIMX
HecaHKHHOHHpOBaHHLIﬁ K HHUM JOCTYII.

2.1.8. O6napy>xeHue (akTOB HECAHKIIHOHUPOBAHHOTO J0cTyma K [1]1.

2.1.9. Boccranosnenne IIJ[, MOAMQHIMPOBAHHBIX HWIM  YHHYTOKEHHBIX  BCJICJICTBHE
HECAHKIMOHHPOBAHHOTO JOCTYIIA K HUM.

2.1.10. OGyuenne paGOTHUKOR, HEMOCPEICTBEHHO OCYIIECTBIMOMMX 06paboTky I1)I, monoskeHusM
3aKOHO1aTeNnbCTBa PO 0 MepCoHabHBIX IAHHBIX, B TOM YHC/IC TPEOOBAHHAM K 3aIIUTE TIEPCOHATBHBIX
JAaHHBIX, NOKYMEHTaM, OMNpele/siomuM noautuky PabGoronarens B orHomenun obpaGotku I1]1,
JIOKalIbHBIM aKTaM 0 BonpocaM 00paboTKH NepPCOHATBHBIX JaHHBIX.

2.1.11. OcymecTBIeHHE BHY TPEHHETO KOHTPOJISA M Ay IUTA.

2.1.12. Onpejienienue Tuna yrpo3 6e30macHOCTH H ypoBHeii 3amumensocty [1]], KOTopele XpaHATCA B
HH(POPMAITHOHHEIX CHCTEMAX.

2.2. Yrpo3sl 3alMIIEHHOCTH MEPCOHAIBHBIX JaHHEBIX.

2.2.1. ¥Yrpo3sel nepBoro tHna. B cueTeMHOM mporpaMMHOM oGecniedeHHH MHPOPMAIHOHHON CHCTEMBI
€CTh  (DYHKIIHOHAIBHBIC BO3MOXKHOCTH IPOrPaMMHOI0 o0ecIieyenus, KOTOphle HE yKa3aHbl
B ONMCAHWM K HEMY JTHOO HE OTBEHYAlOT XapaKTEPHCTHKAM, KOTOPEHIE 3asABHII MPOU3BOAMTEND. U 3TO
NOTECHIHATBHO MOYKET IIPUBECTH K HEIIPABOMEPHOMY HCIIOJIB30BAHHUIO IIEPCOHAIBHBIX JIAHHBIX.

2.2.2. Vrposel Broporo THma. IloTeHnWanbHble NPOOJEMBI C MPHKIAAHBIM IIPOIPAMMHBIM
o0ecrneyeHHeM — BHENTHHMH nporpaMmMamMi, KOTOpbIC YCTAHOBIIEHBI HA KOMIIBIOTEpax pa60THI/IKOB.

2.2.3. Yrposs! TpeThero Thna. [ToTeHIMATbHOM ONACHOCTH HU OT CHCTEMHOTO, HH OT IIPOTPAMMHOTO
obecrieueHus HET.

2:3, YpOBHH 3alMUINEHHOCTH NEPCOHATIBHBIX JJAHHBIX.

2.3.1. TlepBeiii ypoBennb sanmmennoctd. Ecmi pabotosmarens oTHeC MHGOPMALMOHHYIO CHCTEMY
K IEPBOMY THIy YTpO3bl HIHM €CIH THI Yrpo3bl BTOPOM, HO paboTomaresns oOpabaThiBaeT
crnenuanbueie Kateropuu I1J] 6onee 100 Toic. Ppusnyeckux i 6e3 yyera pabOTHHKOB.

2.3.2. Bropo# ypoBeHb 3alMIIEHHOCTH. Ecmyu THI yrpo3sl BTopoii i pabotonarens obpabarsiBaet
crienuanbHele Kareropud I1J] paGOTHHKOB BHE 3aBHCHMOCTH OT HX KOJIHYECTBA WJIH CIIEIHAbLHEIE
kareropuu [1J] menee uem 100 Teic. husnyeckux nuu, uin moOsle apyrue Kateropuu 11/] Gonee yem
100 TeiC. GU3HYECKHX JIMI, WJIH TIpH TPEThEM THIIE Yrpo3sl paboronarens obpabaTeiBaer
crelHalbHbIe KaTeropHH JaHHBIX Ooniee ueM 100 ThIc. (GH3HYECKUX JTHII.



2.3.3. Tpernit ypoBeHs 3amumennoctd. Ecmu mpu BTOPOM THIIC YTPO3bI paboToaresb 06padbaTbiBaeT
obume [1]T paboTHHKOB MM MeHee yeM 100 Thic. (PH3MUECKHX JHIL, WK IIPH TPETBEM THIIE YTPO3bI
paborozarens obpabarbiBacT crenuaibibe Kateropuu 11/ paGoTHHKOB Wi MeHee deM 100 ThiC.
(hu3MUECKUX UL, VI TIPH TPETLEM THIIE YIPO3HI paboToNaTeNh obpabatsiBaet Guomerpuueckue I1]],

HJIH TIpH TPEThEM THIIE Yrposbl paboronatens obpabGarteiBaetT obume I1J] Gonee wem 100 Toic.
(hU2HUECKHUX JTHII.

2.3.4. Yerpeprelif ypoBeHb 3aummieHHOCTH. ECIM TpH  TpeTheM Ture yIpo3sl paloToaaTens
obpabareiBaeT Toi1bKO 00umMe [1]] paBoTHHKOB WK MeHee ueM 100 Thic. bH3HYECKHX JIHIL.

2.4. Ilpu 4eTBepTOM YPOBHE 3alMIICHHOCTH NIEPCOHATBHBIX TaHHBIX PaGOTONATEND:

» obecrieunBaeT  pexuM  Ge30NACHOCTH  [OMENIEHHH, B KOTOPBIX pasmenaere
MH()OPMALHOHHYIO CHCTEMY

* 00ccne4nBacT COXPaHHOCTh HOCHUTENEH HH(OPMAIIUH;

* YTBEpXKIAeT liepevyeHb pabOTHHUKOB, fonmynieHHbIX 10 T1)];

* HCNOJB3YET CPEACTBA 3aIIUTHl MH(MOPMALUH, KOTOPHIE MPOILIH OLEHKY COOTBETCTBHS
TpeOOBaHHMAM 3aK0Ha B 001acTH obecneuerns 6e30MacHoCTH HH(OPMAIIHH.

2.5. Ilpu TpeTbeM ypoBHE 3amiMIIeHHOCTH I1J] IONMOJHHTETBHO K Mepam, HEPEUHCIECHHBIM
B IyHKTe 2.4 HacTosmlero ITonoxeHus:, paboTofaTelh Ha3HAYAeT OTBETCTBEHHOrO 3a 0OecleyeHHe
OeszonacHoctH I1/] B mHGOpMAHOHHOM cHCTEME.

2.6. TIlpu BrOpOM ypoBHe 3amumeHHoctd [1J] TOMOMHUTENEHO K MepaM, —[epedHciIeHHBIM
B nyHkTax 2.4, 2.5 vacrosiero Ilonoxenns, pabotojareins OrpaHMMMBAET AOCTYI K 3IEKTPOHHOMY
XKypHAITy COOOIIEHHI, 3a HCKIIIOUeHHEM PabOTHHUKOB, KOTOPBIM TaKHe CBEICHHS HEeOOXOIUMBI IS
paboThl.

2.7. Tlpm nepBom ypoBHE 3amumeHHOCTH [1J] TONONHUTENBHO K MepaM, TepedyHCIIeHHBIM
B MyHKTaX 2.4—2.6 HacTosero [lonoxenus, paboTonarens:

* o0ecrevynBaeT aBTOMATHYECKYI0 DETHCTPALMIO B JIEKTPOHHOM JKypHale O€30MacHOCTH
H3MEHEHHs ITOJIHOMOYHH paboTHHUKOB 1o jonycky K [1]] B cucreme;

* CO3/aCT OTHEN, OTBETCTBEHHBIH 3a OezomacHocTh I1J] B cucteme, nuGo Bo3znaraer Takyro
00513aHHOCTD Ha OJJUH U3 CYIIECTBYONMX OT/IEI0B paboTo aTelIs.

2.8. B nenax 3amutel [1/] Ha OymMaxHBIX HOCHTENIAX paboTOAATEND:

* [IPHKA30M Ha3HA4yaeT OTBETCTBEHHOIO 3a oOpaborky I1/1;

* OrpaHHYHBACT JONYCK B IIOMEILEHHUSA, TA€ XPaHATCA JOKYMEHTEHI, KOoTopble comepxar I[1)]
pPabOTHHKOB;

* XpaHUT JOKYMEHTEI, cojiepxaiue I1]] paboTHukoB B ikadax, 3anuparoimxcs Ha Koy,

¢ XPaHUT TPYIOBbIE KHHKKH paOOTHHKOB B celi(e B OT/IE/IE KaapoB.

2.9. B memsax oGecrnedeHusl KOHQHIECHIMAIBHOCTH ITOKYMEHTHI, cojepxanme I1J] paGoTHHKOB,
odopmiIAIOTCA, BEAYTCS H XPaHATCA TOJIBKO pabOTHHKAMM OT/IENa KaJpoB, OyXTalTepHu U CIIykKObl
OXpaHsl TpyJa paboToaTers.

2.10. PaboTHHKH OTa€N1a KaZpOB, OyXranTepHH H CiTyKObl OXpaHsl Tpy/a paboToiaTess, oMy IIeHHbIC
K IIJ[ paOTHMKOB, MOAMMCHIBAIOT 00s3aTeNLCTBA O HEPA3lJIAICHUH [EPCOHATIBHBIX JAHHBIX. B
IPOTHBHOM cily4ae J10 00paboTku [1/] paGOTHHKOB HE 0ITYCKAKOTCS.

2.11. Jlonyck k 1oKyMeHTaM, conepskaiuM [1]] paBoTHUKOB, BHYTPH OpPraHH3aIlii OCYIECTBIISETCS
Ha ocHoBanuu PernamenTa fomycka paGOTHHKOB K 00paboTKe IepPCOHAIBHBIX JAHHBIX.



2.12. Tlepenaua I1J1 no 3ampocam Tperbux JHI, eciy Takas nepenaya npsAMO He HpeayCcMOTpeHa
3aKOHOJATeNbCTBOM P®, nmomyckaercs MCKITIOUHTENBHO ¢ COrVIACHS paborHuka Ha 0OpaBGoOTKy ero

HIICPCOHAIbHBIX JTAHHBIX B YacTH HX IIPCAOCTABIICHHA HIIH COrjacus Ha pacipocTpaneHue
I[IEPCOHANTBHBIX JAHHEBIX.

2.13. Ilepenaya napopManmu, coneprkamieil cBeeHHS 0 1] paGoTHuKOB, 110 Tenedony B CBA3U ¢
HEBO3MOXKHOCTBIO HICHTH(QHKAIMU JIHIA, 3aIPAlIHBAFONIEr0 HH(OPMALIHIO, 3alpemiaeTcs.

3 FapﬂHTﬂﬂ KOHd)HIlBHlIHaJ'leOCTH IIEPCOHAJIBHBIX JaHHBIX

3.1. Bee paGoTHHKH opraHM3anuu, OCyIecTBISIONIHE o0pabotky IIJI, obs3anbl xpanuts TaitHy 0
cBeenuax, conepxanmx [1J1, B cootsercTBuu ¢ [Tonosxkennem, TpeGoBanusMu 3akoHoaTeBCTRA PD.

3.2. PaGoTHuK BrpaBe TpeGOBATL MONHYIO HH(OPMALHIO O CBOMX IICPCOHAIBHBIX JAaHHBIX, 00 HX
00paboTKe, HCIIOTB30BAHUU U XPAHEHHH.

3.3. Jluua, BUHOBHBIE B HAPYNIEHHH HOPM, PEryJIHPYIOUHX IOIyYeHHE, o6pabotky u 3ammry [1]]
PaGOTHHMKOB, HECY T IMCUMILIMHAPHYIO, aIMHHUCTPATHBHYIO, FPaXIaHCKO-IIPABOBYIO ITH YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHO,1aTEJILCTBOM.



MHUHOBPHAVKH POCCHUHU

DQEJEPAJIBHOE I'OCYJAPCTBEHHOE BIO/[’)KETHOE YYPEXK/JIEHHWUE
HAYKH

HHCTUTYT BHOJIOTU TEHA POCCUMCKOM AKAJIEMUU HAVK

IHIPUKA3

30 aszycma 2022 2. Ne 73 /oo

OO0 yTBep:KIeHUN H BBEJCHHN B /IeiiCTBHE
T0/107KEHHSA 0 PadoTe ¢ 11EPCOHATLHBIMU TAHHBIMH COTPYAHHKOB MDe1epaanHoro
roCy1apCTBEHHOr0 OI0KEeTHOro yupexaenus naykn Hucruryra 6uosoruu rena
Poccniickoii akagemun nayk (MUBI" PAH)

Bo wucmonnenne TpeGopanuii rmasel 14 Tpynoeoro koxekca «3ammra MIE€PCOHAIBHEIX
AaHHBIX paboTHHKa» u PenepanbHoro 3akona ot 27.07.2006 Ne 152-d3 «O IepCOHAJBHBIX
JaHHBIX »

ITPUKA3BIBAIO:

1. YrBepaute u BBectm B geiicteue ¢ 01 cenrabps 2022 roja mojnoxkenue o pabore ¢
NIEPCOHAIBHEIMH JJaHHBIMH coTpy iuukoB MBI PAH.

2. IopyunTh 3aMECTHTENIO AUPEKTOpA MO YIPaBICHHIO nepcoraiom O.J1. Bopucosoii cpok
mo 09 centsabps 2022 roma 03HaKOMHTH BceX corTpymunkoB MBI PAH mon moamucks
C MOJIOKEHHEM O paboTe ¢ NepCOHATLHEIME JaHHBIMU cOoTpy1HHKOB MBI PAH.

3. Ha3sHa4uTh OTBETCTBEHHBIM 32 HCIIOJIHEHHE HACTOSIIETO IPHKA3d 3aMECTHTEIS JUpeKTopa
no ynparnenuio nepconaaom O.JI. Bopucosy

llpunokenue: nosnoxeHne o padore ¢ NEPCOHATLHBIMH JIAHHBIMH corpyaHukoB MBI
PAH ot 01.09.2022 na 4 nucrax.

Hupexrop UBI" PAH [LI".I'eoprues

C npuka3oM 03HAKOMJIEHA:

3aMEeCTUTEIIb TUPEKTOpa o
YIIPaBJIEHHIO MTEPCOHAIIOM

O.JI.Bopucosa

30.08.2022



